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Using the Redirector and Streaml OH

Presentation Topics

€ Background
* File transfer vs. file access
¢ File structures
¢ Network shares

€ The Redirector

Using the Redirector

Security and user authentication
Directory operations

Printer Shares and the PCDRIVER utility

& StreamIOH
* Accessing byte-stream files within the MCP
* Accessing text files on network shares
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Today | am going to discuss two facilitiesin the MCP that | think are really interesting and fun, and that | find
| am using more and more al the time — the Redirector and Streaml OH.

» The Redirector allows MCP applications to access files directly on shared network directories.

» Stream| OH allows MCP applications to read and write line-delimited text files as if they were
traditional record-oriented files. StreamlOH can be used by itself for MCP-resident text files, or in
conjunction with the Redirector for text files on network shares.

I will begin by discussing some background information — a brief discussion on methods for file transfer vs.
those for directly accessing files, an overview of MCP file structures and how they relate to file structures on
other systems, and asimilarly brief introduction to the concepts behind shared network resources.

The next part of the presentation will focus on the Redirector — how it isimplemented, how you use it with
with M CP applications, how you manage security and authentication with remote servers, how you can
access and manipulate remote directories or folders, how to use the Redirector with shared network printers,
and a brief overview of a Redirector utility program.

Thefinal part of the presentation will discuss StreamlOH — how it isimplemented, how you use it with MCP
applications, how it can be used to access text files stored in the MCP file system, and how it can be used to
access text files stored on network shares.

| have afew examples and demonstrations to share, and at the end isalist of references where you can learn
more about both of these facilities.
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Some Background

To begin, | want to cover some background topics that are important in understanding how the Redirector and
Streaml OH fit into the MCP environment and can work with typical M CP applications.
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File Transfer vs. File Access

€ MCP has several file transfer mechanisms
* BNA File Transfer
+ BNANFT
s FTP
* OSI-FTAM

@ Redirector is a file access mechanism
* File is not just copied to/from the MCP system

* MCP applications directly read/write the file on the
network share

MCP-4026 4

Thefirst issueis to distinguish between file transfer mechanisms and file access mechanisms.

The MCP supports a number of file transfer mechanisms. The first of these were implemented as part of
BNA. Along with TCP/IP, we also got FTP and, indirectly, OSI-FTAM. The purpose of these file transfer
mechanismsis to move afile from one system to another system over a network, possibly doing some light
conversion along the way, such as character translation or record-level formatting.

By way of contrast, afile access mechanism is one that does not transfer afile from one system to another. It
allows an application on the local system to access the file directly on the remote system. Reads and writes on
the client system take place as soon as possible on the remote server, allowing for any network delay and
caching that may be taking place. Y ou can use afile access mechanism to implement afile transfer system,
but that is just one example (and afairly degenerate one) of how file access can be applied.

The Redirector, which we will talk about in more detail, is afile access mechanism. It alows MCP
application programs to read and write files directly on remote servers. The file never need be present on the
MCP system.
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File Structures

€ MCP supports three file structures
* ALIGNED180 (default, most common)
¢ BLOCKED
* STREAM

¢ MCP applications traditionally use
record-oriented 1/O

* File system understands internal file record/block
structure

* Programs read/write whole records

* Rich mechanism for specifying logical and physical file
characteristics through attributes

MCP-4026 5

Before we can talk about how M CP applications can access files on remote systems, we need to talk about
some concepts of the MCP file system. One of the primary conceptsisthat of file structure, asimplemented
by the FI LESTRUCTURE attribute. This attribute currently has three mnemonic values.

* ALI GNED180 — Thisisthe default, and by far most common value. It implies that disk files will be
structured using fixed-length blocks, and that the blocks will always be aligned on 180-sector
boundaries. Whether the disk has physical 180-byte sectors (such disks have not been manufactured for
years now), or one of the virtual sectoring technologies used with modern disks (e.g., VSS1, VSS2, or
the VMMCP's Logical Disk files), block alignment is always done on these traditional sector boundaries.
The size of the block is also the size of physical /0 transfers to and from the disk. Records within the
blocks of ALI GNED180 files may be fixed or variable length, but arecord is always wholly contained
in ablock. Files of this structure may also be "reblocked" — opened with a different block size than used
when the file was created, provided the new blocksize is a multiple of the disk sector size.

« BLOCKED - Thisissimilar to ALI GNED180, in that afile is composed of fixed-length blocks aligned
on physical disk sectors, but the sector size is not constrained to 180 bytes. Files with this structure may
not be "reblocked.”

» STREAM- Files with this structure are not composed of blocks. Records are simply written head-to-tail
without any wasted space. Records may span physical disk 1/0s, and even may span physical disk area
allocations. Thereisaspecia case of stream files, termed "byte stream" files, which | will discussin a
minute.

Although the BLOCKED and STREAMfile structures have been available since Mark 3.9 (ca. 1990), most
MCP applications today still use the traditional ALI GNED180 structure. This also implies that these
applications use record-oriented 1/O. The file system stores information about record and block sizesin the
disk directory, and the MCP Logical 1/0 module uses that information to isolate programs from the physical
aspects of blocking, unblocking, and locating individual records in allocated disk areas. Programs simply read
and write whole records. The MCP provides a rich mechanism for configuring record-oriented files and
interrogating their attributes through the use of file attributes. These attributes are essentially properties of a
"logical file" object.
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File Structures, continued

€ Other systems use a much simpler model
* Files are simply "streams" of bytes
* File system knows nothing about internal file structure
* Basically two kinds — binary data and text

@ Text (delimited) stream files
* Traditionally encoded in ASCII or ISO 8859
* Partitioned into "lines" by delimiter characters
— DOS/Windows:  CR-LF pair
— Unix/Linux/Mac: LF (called NL or "newline")
— CTOS/BTOS: LF
— Mac (pre-OS/X): CR

MCP-4026 6

Most other types of systems, especially non-mainframe systems, use a much smpler file model. Files are
structured simply as linear sequences ("streams") of bytes. There are no record or block structures, and the
file system knows nothing about the internal structure of files. Internal structure is something that is left
entirely up to the application accessing the file. There are basically two general types of files— binary data
and text — but the distinction is usually left up to the application, not the file system.

Text files are a special, but very common, case of stream files. These files are typically encoded in ASCI| or
one of the nationalized variants of the | SO 8859 standard. Thefileislogically partitioned into variable-length
"lines." Lines are delimited from each other by certain characters. The delimiter characters vary by operating
system, with the most common choices being line-feed (ASCII hex OA, often called "new-line" or NL) for
Unix/Linux systems, and the carriage-return/line-feed pair (ASCII hex 0DOA) for Microsoft Windows/DOS
systems. Carriage-return alone is used by some systems, particularly pre-OS/X Apple Macintosh systems.
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MCP Stream Files

€ MCP Logical I/0 supports stream files
* Record streams
* Byte streams

€ Byte-stream files correspond to the unstructured
stream files of other systems

@ Therefore, MCP apps must access files on
network shares as byte streams

MCP-4026 7

Asmentioned earlier, the MCP supports the STREAM(ile structure. There are two forms of stream files,
record streams and byte streams, with byte streams being a special case of record streams. These byte-stream
files correspond to the unstructured files on other systems, particularly Windows and Unix/Linux systems.

Therefore, when M CP applications access files directly on remote systems, they must do so as byte-stream
files and program for them accordingly. From this point on in the presentation, when | mention "streams" or
"stream files," | will mean byte streams, as record streams are an M CP-specific concept.

There isaway around this requirement that M CP applications access remote files as streams, as we will see
when we get to the discussion on Stream| OH.
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Declaring MCP Byte Stream Files

€ Required attributes

€ Almost always specified

* FI LESTRUCTURE = STREAM

* FI LEORGANI ZATI ON = NOTRESTRI CTED (default)
* BLOCKSTRUCTURE = FI XED (default)

e MAXRECSI ZE = 1

* FRAMESI ZE = 8

* EXTMODE = (any 8-bit representation)

* UPDATEFI LE = FALSE (default)

* Do not specify BLOCKSI ZE

* ANYSI ZEI O = TRUE
* AREAS, AREALENGTH, FLEXI BLE

MCP-4026 8

To declare a byte stream file in an M CP application, you must specify certain attributes with certain values.
Thisis true whether you need to access a stream file that is stored within the MCP file system, or on on a
remote system.

FI LESTRUCTURE must have the value STREAM

FI LEORGANI ZATI ON must be NOTRESTRI CTED. Thisisthe default, and implies a "flat" file.
KEYEDIO, KEYEDIOII, and RELATIVE files cannot be stream files.

BLOCKSTRUCTURE must be FI XED. Thisis also the default.

MAXRECSI ZE must have the value 1. This may seem odd, but we will see shortly that this makes alot

of sense, and enables the MCP to treat byte-stream files much the same way they are treated on other
systems.

FRANMESI ZE must have the value 8. Along with the MAXRECSI ZE setting, thisimplies each record isa
single eight-bit byte.

EXTMODE must be set to one of the mnemonic values for an eight-bit character representation. Common
valuesare ASCI | , EBCDI C, and OCTETSTREAM

UPDATEFI LE must have the value FALSE. Thisis aso the default.

BLOCKSI ZE should not be specified at al, as stream files do not have blocks. Any BLOCKSI ZE
specified will beignored. Any attempt to interrogate BLOCKSI ZE for a stream file will result in anon-
fatal attribute error.

In addition to these required attributes, you almost always want to specify ANYSI ZEI O=TRUE. | will discuss
why on the next slide.

If you are creating afile, you may also want to specify the AREAS, AREASI ZE, and/or FLEXI BLE attributes
to configure the total size and storage allocation attributes of the file.
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Reading/Writing Byte Stream Files

€ Use standard read/write verbs

€ Programs read/write "chunks," not records

€ With MAXRECSI ZE=1, each byte in a file is
randomly addressable

€ With ANYSI ZEI O=TRUE, programs can
read/write up to 220-1 bytes at a time

@ Actual amount read/written is returned in:
» CURRENTRECORDLENGTH file attribute
* Bits [47:20] in Algol READMRI TE result word
* Bits [47:20] of COBOL-85 MCPRESUL TVALUE

MCP-4026 9

Once you have a stream file declared, using it isfairly easy. Y ou use the standard open/close and read/write
statements in your programming language. Y ou are generally not reading and writing records, however, but
"chunks' of data. The formatting of the data you read and writeis entirely up to you. All that the MCP tries to
do is move the number of bytes you requested to or from the physical file.

Stream files support both sequential and random 1/0. The nice thing about having MAXRECSI ZE=1 and
FRANVESI ZE=8 isthat each byte in thefile is randomly addressable.

With MAXRECSI ZE=1 and FRAMESI ZE=8, MCP applications reading a stream file will by default read one
record at atime — one byte. Thisis not only tedious, it is very inefficient. Thisiswhy the ANYSI ZEI O
attribute exists. Setting ANYSI ZEI Oallows an application to read up to 22°-1 records (bytes) at atime. The
M CP takes care of segmenting the logical reads and writesinto appropriate physical reads and writes,
crossing disk sector and area boundaries as necessary. Thus, you can randomly position to an arbitrary point
in the file and read or write an arbitrary number of bytes.

The only time the MCP may return fewer bytes for aread operation than you asked for with
ANYSI ZElI O=TRUE is when you attempt to read beyond end of file. The MCP will return just the amount of
data up to EOF. The EOF indication will not be returned to you until the next read. Y ou can determine how
many bytes were actually read in anumber of ways, including:
* The value of the CURRENTRECORDL ENGTH file attribute.
* Bits[47:20] from an Algol READ result word (this word has the same format as the STATE file
attribute). This is much more efficient than accessing the CURRENTRECORDL ENGTH attribute.
* Bits[47:20] from the COBOL -85 MCPRESUL TVAL UE special register (which also has the format of the
STATE attribute). Thisis also avery efficient method of determining actual 1/0 length.

Thisisavery brief review of byte-stream files and programming for them. There is more information in the
1/0 Subsystem Guide and File Attributes Programming Reference Manual. | gave a UNITE talk on stream
filesin 2001. Thereisalink to that presentation and some sample filesin the References section at the end of
this presentation.
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Network Shares

€ Specifically, "shared network resources"
* File system directories/folders
* Printers, CD-ROM devices, possibly others

@ MCP uses the Server Message Block (SMB)
protocol, also known as
* Windows/LM (LAN Manager) networking
e CIFS (Common Internet File System)
* SAMBA (for Unix/Linux systems)

€ Uses NetBIOS over TCP/IP as a transport
e TCP ports 137, 138, 139
* MCP does not support port 445 (Windows 2000+)
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The next issueto discussis that of network shares. More specifically, these are known as "shared network
resources." The most common resource to shareisadisk directory or folder, but many systems also allow the
sharing of printers and CD-ROM devices, and possibly other objects as well.

To access these shared resources, the MCP uses a protocol known as Server Message Block, or SMB. This
was originally developed by IBM as part of their LanManager product. It was picked up and enhanced by
Microsoft, and now forms the basis of Windows networking. It is also known as CIFS (Common Internet File
System). Most Unix and Linux systems have compatible implementations, the best known of which is
SAMBA.

SMB as implemented on the MCP uses the original NetBIOS over TCP/IP transport mechanism. This uses
TCP ports 137 (name service), 138 (datagram service), and 139 (session service). Note that the MCP does not
support the implementation of SMB that operates over TCP port 445, which Microsoft introduced with
Windows 2000.
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Naming Network Resources

€ Resources to be shared are defined by the
sharing (server) system

€ Each resource is assigned a "share" name

€ Resources are located using UNC names
* Universal Naming Convention
* \\ <server name>\ <share name>\ <path>
* <server name> can be
— NetBIOS (simple) host name
— IP address
— FQDN (fully-qualified domain name)
» <path> names the file relative to the shared directory

MCP-4026 11

In order to access aremote resource, you need to be able to talk about it. To that end, each resource has a
name that is assigned by the sharing (owner, server) system. In SMB, each resource is assigned a "share
name," which is unique within that server. There is standard, UNC (Universal Naming Convention), that
client systems use to identify a specific resource. The general scheme has two or three parts and is represented
as.

\ \ <server name>\ <share name>\ <path>

The <server name> is the NetBIOS host name, a FQDN (fully-qualified domain name), or an |P address. The
<share name> is the name assigned to the shared resource by the server. The <path> is optional, but almost
aways used with shared directories. It names a specific file or sub-directory relative to the root of the shared
directory.

2007 UNITE MCP-4026
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Resource = Share + Path

Server "HST" Client

5 -

\

Network

HST shares folder Client requests access to
C:\Data\Pay as "PR" \HST\PR\YTD\Sal.csv

\

Actual shared resource iséC:\Data\Payg\fYTD\Sal.csv
"root path" "relative path"

MCP-4026 12

This diagram illustrates how the naming of shared disk directory resource works. A server systemis
configured to share afolder "C: \ Dat a\ Pay" using the share name "PR". Thisistermed the "root folder" or
"root path" for the share. The client has no knowledge of where thisroot folder islocated in the server'sfile
system, but constructs a UNC name from the server name ("HST"), the share name ("PR"), and arelative
path. In the example shown on the dlide, the relative path consists of a sub-directory and file name within the
root directory of the share. The actual file that is accessed is determined on the server by concatenating the
root path for the share and the relative path specified in the client's UNC.

2007 UNITE MCP-4026

12



Using the Redirector and Streaml OH

Using the Redirector

With that background, let us now turn to a discussion of the Redirector.

2007 UNITE MCP-4026
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The Redirector

@ Provides access to network shares for
MCP applications

€ Companion to Client Access Services

* CAS provides server-side (inbound) access to MCP
files from remote clients

* Redirector provides client-side (outbound) access to
files on remote servers

€ Available since MCP 5.0 (SSR 46.1)
€ Described in I/0O Subsystem Guide, §29

€ Implemented as a Logical I/O "virtual file"

MCP-4026 14

The purpose of the Redirector is to allow MCP applications access to files on shared directories of remote
servers. It functions as a companion to Client Access Services (formerly known as NX/Services).

Client Access Services has been available since the advent of the ClearPath product line. It allows remote
client systems to access shared directories in the MCP file system. From the MCP's perspective, it is acting as
aserver, and thisis "inbound" accessto MCP files.

The Redirector works in the other direction. It provides "outbound" access from MCP applications (acting aa
client) to shared directories on remote systems (which act as servers).

The Redirector has been available since MCP 5.0 (SSR 46.1), ca. 1999. It is documented in the 1/O Subsystem
Guide, "Using the REDIRSUPPORT IOHANDLER Library", currently Section 29.

The Redirector isimplemented as a"virtua file" for the MCP's Logica 1/0 subsystem. What is avirtua file?
That is the next topic.

2007 UNITE MCP-4026
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Virtual Files

€ KI ND=VI RTUAL

* Semantics of I/O are not implemented by the MCP

* Openl/close, read/write, etc. are implemented by an
"I/O Handler" (IOH) library

* APl is described in /O Subsystem Guide, §28

@ Attributes specifically for virtual files:
* | OHLI BACCESS
| OHFUNCTI ONNANE, | OHTI TLE
| OHl NTERFACENAME, | OHLI BPARAVETER
| OHPREFI X
| OHSTRI NG

MCP-4026 15

Virtual files are distinguished by a Kl ND attribute having a value of VI RTUAL. They are considerably
different from other kinds of MCP filesin that the semantics of 1/0O operations (what actually happens when
you use open/close/read/write statements) are not implemented in the MCP. Instead, these semantics are
implemented by a special type of library program called an I/O Handler, or IOH.

Unisys has initially implemented two of these virtual file /O Handlers, the Redirector, and Streaml OH,
which we will discuss later in this presentation. Y ou can implement your own 1/O Handlers aswell. The
virtual file APl is documented in Section 28 of the I/O SQubsystem Guide. The late Don Gregory wrote a
couple of articleson I/O Handlers in volume 16, number 7 (October/November 2002) of his Clear Path/A-
Series Technical Journal.

There are several file attributes that are used exclusively with virtual files. Most of these are used to identify
and connect with the appropriate 1/0O Handler library program.

* | OHLI BACCESS determines how the library will be linked. It has mnemonic values consistent with the
L1 BACCESS library attribute: BYFUNCTI ON (the default), BYTI TLE, and BYI NI TI ATOR.
I OHFUNCTI ONNAME specifies the SL function name for alibrary if | OHLI BACCESS=BYFUNCTI ON.
Thisis equivalent to the FUNCTI ONNAME library attribute.
| OHTI TLE specifiesthe library codefiletitleif | OHLI BACCESS=BYTI TLE. Thisis equivalent to the
TI TLE library attribute.
| OHI NTERFACENANME specifies the | NTERFACENAME attribute for the library. Thisis not used with
the Redirector or StreamlOH handlers.
| OHL1 BPARAMETER specifies the LI BPARAMETER attribute for the library. Thisalso is not used with
Redirector or StreamlOH.
| OHPREFI X specifies the prefix string used with the entry pointsinto the library. Thisis not commonly
used.
| OHSTRI NGis astring-valued attribute that is passed to the library. It istypically used to pass
parameters or configuration information from the program declaring the virtual file to the I/O Handler.
The format and content of this string is determined by individual handlers. Aswe will see, this attribute
plays an important role in the use of both the Redirector and Streaml OH handlers.

2007 UNITE MCP-4026 15
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Redirector Implementation

¢ SL REDI RSUPPORT

@ Library implements SMB protocol for file and
printer shares

€ Accessed through the standard Logical 1/0
APl in MCP applications
 File declarations and attributes
¢ Open/close verbs
* Read/write/seek verbs

MCP-4026 16

As| mentioned, the Redirector is an implementation of avirtua file 1/O Handler. It has the default SL
function name "REDI RSUPPORT" and default codefile name* SYSTEM NXSERVI CES/ REDI RECTOR.
You link to it using I OHLI BACCESS=BYFUNCTI ON(which need not be specified, since that is the default
value) and | OHFUNCTI ONNAME=" REDI RSUPPORT".

The Redirector IOH implements the SMB protocol necessary to access shared file directories on remote
systems. It also supports access to shared network printers, andcan be used by the Print System to direct
printer output from M CP applications to shared printers. | will discuss shared printers briefly later in the
presentation.

Y ou access the Redirector using the standard MCP Logical 1/0 APIin your programs. Y ou declarefilesin the
normal way, apply file equation, and use open/close, read/write,and seek verbs as you would for other MCP
files. Well, almost — afew of the attributes are different, and the semantics of 1/Oare somewhat different
since you must access the remote files as byte stream files.
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Declaring a Redirector File

€ KI ND=VI RTUAL,
| OHL1 BACCESS=BYFUNCTI ON,
| OHFUNCTI ONNAMVE=" REDI RSUPPORT"

€ Alternatively, set REDI RECTI ON=TRUE

€ Must be a byte-stream file
* FI LESTRUCTURE=STREAM MAXRECSI ZE=1, etc.
* Defaults to EXTMODE=ASCI |

€ | CHSTRI NGattribute
* Passes parameters to the library
* Most parameters can be specified by alternate means

MCP-4026 17

When declaring afile for use with the Redirector, you must specify KI ND=VI RTUAL,

| OHLI BACCESS=BYFUNCTI ON (the default), and | OHFUNCTI ONNAME=" REDI RSUPPORT" .
Alternatively, you can set all three of these attributes implicitly by setting the file attribute REDI RECTI ON'to
TRUE. REDI RECTI ONis simply aconvenience attribute that makes it easy to access the Redirector. Y ou can
specify these attributes in a program's file declaration, through file equation, or dynamically in the program at
run time, before the file is opened.

Once again, when accessing files on network shares directly, the MCP application must deal with them as
byte-stream files. Therefore, the logical file must have the FI LESTRUCTURE, MAXRECSI ZE, and other
attribute values required for byte-stream files discussed earlier in this presentation. Files using the Redirector
default to EXTMODE=ASCI | , which is generally what you want to enable ASCII/EBCDIC tranglation
between the file on the network share and the MCP application. If you will be processing binary data, you can
suppress translation by setting | NTMODE and EXTMODE to the same mnemonic value (OCTETSTRI NGisa
good choice) or by setting DEPENDENT| NTMODE=TRUE.

Y ou will almost always need to specify the | OHSTRI NGattribute for Redirector files. As mentioned earlier,
this string-val ue attribute passes file-specific parameter information to the IOH library. Although

| OHSTRI NGisthe most common way to pass these parameters, it is possible to convey most parameter
information to the Redirector by a couple of alternate means. | will discussthe | OHSTRI NG parameters, and
those alternate means, next.

2007 UNITE MCP-4026
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IOHSTRING Parameters

¢ SERVERNAME = simple name

€ SHARENAME = simple name

¢ DOVAI NNAMVE = fully qualified name
4 | PADDRESS = n.n.n.n

€ CREDENTI ALS = username/ password
¢ USERDOMAI N = simple name

¢ TIMEQUT = n [seconds]

¢ SMBTRACE = TRUE|FALSE

When used with Redirector files, | OHSTRI NG parameters are written as a series of name=value pairs,
delimited by one or more spaces. The parameters may be specified in any order. Some parameters have
abbreviations, as shown by underlining on the dlide.

« SERVERNAME isthe NetBIOS name of the remote server hosting the shared directory. Whether this
parameter isincluded in | OHSTRI NGor not, its valueis required to make the connection to the remote
server.

+ SHARENAME is the name of the shared resource on the remote server. As with SERVERNAME, its value
must be specified, whether in | CHSTRI NG or by some other means.

* DOVAI NNAME isthe FQDN (fully-qualified domain name) of the remote server (e.g., mysvr.corp.com).
This parameter is optional, but may be necessary if the network cannot resolve the SERVERNAME by
itself. This may happen if NetBIOS name resolution is not properly configured on the network, or it is
blocked by arouter or firewall.

* | PADDRESS isthe Internet Protocol address of the remote server, written in the traditional dotted-
decimal notation (e.g., 192.168.16.34). Thisis aso optional, and is typically used only when neither
SERVERNAME nor DOVAI NNANME resolution is successful.

» CREDENTI ALS specifies the username and/or password needed to access the remote resource. Aswe
will see shortly, there is an alternate way to specify credentialsthat is usually preferable.

« USERDOMAI N specifies the user domain or workgroup under which the credentials will be
authenticated. On a Windows network, this corresponds to the name of the Windows or Active Directory
domain. This parameter is optional, but may be necessary if more than one user domain is visible on the
network.

« TI MEQUT specifies the number of seconds the Redirector will wait for responses from the remote server
before declaring an error. Vaues between 10 and 60 are usually adequate.

« SMBTRACE isaBoolean option that enables diagnostic tracing. The trace datais written to adatafile.

2007 UNITE MCP-4026 18
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Naming the Shared Resource

€ Analog to UNC\\ serven share\ path

€ Relative path method
* Specify SERVERNAME and SHARENAME in | OHSTRI NG
* Specify the path in one of the file name attributes
— FI LENANE, LFI LENAMVE
— TITLE, LTI TLE (do not use an on-part)
— PATHNAME

€ Absolute path method
e LFI LENAMVE=* UNC/ server/ share/ path
* Overrides server or share specified in | OHSTRI NG
e *UNC prefix is understood only by the Redirector

MCP-4026 19

In addition to providing parameters through | OHSTRI NG or one of the alternative methods, you must
identify the specific file or sub-directory within the network share that you wish to access. Redirector
provides two ways to do this, both analogous to the UNC "\\<server name>\<share name>\<path>" notation.

Thefirst method uses arelative path name. Y ou specify the SERVERNAME and SHARENAME parametersin
| OHSTRI NG. Y ou then specify the <path> portion of the UNC name through one of the MCP file name
attributes, FI LENAME, LFI LENANE, Tl TLE, LTI TLE, or the POSI X -oriented PATHNANVE attribute. It is
generally agood ideato usethe "L" attributes, asthe FI LENANME and Tl TLE attributes will truncate node
names longer than 17 characters. Also, do not use an on-part in TI TLE or LTI TLE. Doing so implicitly
changes the KI ND of thefileto DI SK, at which point it is no longer avirtua file, and thus will not use the
Redirector. The MCP will simply look for the file name in itslocal file system.

The second method uses an absolute path name that is very similar to the standard UNC notation. Y ou specify
one of the file name attributes with afirst node of "* UNC'. The second node must be the <server name> and
the third node must be the <share name>. The remaining nodes in the file name specify the relative <path>
name to the specific file or sub-directory you are trying to access. Any server or share name you specify using
this file name notation overrides any server or share name present in | OHSTRI NG. Note that MCP file name
attributes require you to use forward slashes (/ ), not the backslashes (\ ) typically used in UNC notation. As
with the relative path method, do not include an on-part when using the TI TLE or LTI TLE attributes.
Finally, note that the "* UNC" prefix is recognized only by the Redirector. Used with any other type of file, it
istaken literally as part of the file name.
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Example: Algol with Relative Path

FI LE SALFI LE ( REDI RECTI ON,

FI LESTRUCTURE=STREAM

MAXRECSI ZE=1,

FRAMES| ZE=8,

ANYSI ZEI O,

EXTMODE=ASCI |,

I NTMODE=EBCDI C,

FLEXI BLE,

FI LEUSE=I O,

LTI TLE="YTD/ """ Sal . csv""". ",

| OHSTRI NG=" SERVER=HST SHARE=PR Tl MEQUT=30"
" CREDENTI ALS=USAH PW
" USERDOVAI N=MYCORP"
' | PADDRESS=192. 168. 54. 211") ;
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This slide shows an example of how you might declare afile in Algol for use with the Redirector. Note the
use of the REDI RECTI ON attribute to set the KI ND, | OHLI BACCESS, and | OHFUNCTI ONNAME attributes
to connect with the Redirector. The next severa attributes configure the file to access a byte stream. The

LTI TLE attribute designates a path name that will be relative to the server and share names specified in the

| OHSTRI NG attributes. In this case the | OHSTRI NGincludes the CREDENTI ALS and USERDOVAI N
parameters for the remote server. It also includes the | P address, which is not normally something you want to
specify unless NetBIOS and FQDN name resolution fails to work.
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Example: COBOL with Absolute Path

FD SAL-FI LE
RECORD CONTAINS 1 TO 8192 CHARACTERS
DEPENDI NG ON W BSF- SI ZE

VALUE OF

REDI RECTI ON | S TRUE

FI LESTRUCTURE | S STREAM

MAXRECSI ZE IS 1

BLOCKSTRUCTURE | S FI XED

FRAVESI ZE | S 8

EXTMODE |'S ASCI |

ANYSI ZEI O | S TRUE

LTITLE I'S "*UNC/ HST/ PR/ YTDY "" Sal . csv"""

| OHSTRI NG=" CREDENTI ALS=USAH PW
" USERDOVAI N=MYCORP TI MEQUT=30
"1 PADDRESS=192. 168. 54. 211".
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This dlide shows asimilar file declaration as it would appear for COBOL-74 or COBOL-85. The main
difference is that the file on the remote server is identified using the absolute path method with the * UNC file
name prefix. Note that the server and share names are part of the LTI TLE attribute in this example instead of
being specified as parametersin the | OHSTRI NG attribute.
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Other File Attributes Supported

¢ DEPENDENTSPECS ¢ FILELENGTH

4 DEPENDENTI NTMODE ¢ LASTRECORD

¢ OVERRI DEEXTMODE ¢ SYNCHRONI ZE
& ACCESSDATE/ TI ME ¢ SECUR TYMODE
¢ ALTERDATE/ TI ME ¢ SECURI TYTYPE
& CREATI ONDATE/ TI ME ¢ SECURI TYUSE
€ FI LEKI ND=PERMDI R 4 USERI NFO(DOS

attribute bitmask)
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The Redirector supports a number of other file attributes, primarily for interrogating properties of the shared
file and to set its security.

» The date/time attributes will return the related timestamps from the remote system, if they are supported
by that system.

» The concept of FI LEKI NDis not supported by SMB. Y ou can set and interrogate FI LEKI ND on a
Redirector file, but with one exception the value is simply stored in the logical file and not propagated to
the remote system. The exception is the value PERVDI R, which is used to open and create sub-
directories within the shared directory. | will discuss this further shortly.

e FI LELENGTH and LASTRECORD will return the size of the file in bytes once the file is opened.

» SYNCHRONI ZE can be used to flush buffers when writing to the remote system.

» The security attributes can be used to interrogate access permissions for afile, and when creating afile,
to set the permissions on the remote system.

» USERI NFOis a general-purpose 48-bit word-valued (REAL in Algol and COBOL) attribute. With the
Redirector, this attribute is used to set and interrogate a bit mask of properties, similar to the "attributes’
property in Windows. The bits are:

— [0:1] Read-only flag

— [1:1] Hidden fileflag

— [2:1] Systemfileflag

— [3:1] Volume ID flag (read only, cannot be set)

— [4:1] Directory flag (read only, cannot be set)

— [5:1] File changed flag (also known as the "archive bit")
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NXCONFIG Files

€ | CHSTRI NG parameters can be stored in a
separate MCP file

€ Uses a variation of the * UNC convention

* LFI LNAME=* NXCONFI G configname/ path

e Parameters are found in a file named
NXSERVI CES/ CONFI G configname

¢ Must have FI LEKI ND=SEQDATA
— Max 250 chars read (including spaces)
— "%" trims spaces from config file records

* Server name and share name are taken from the
configuration file parameters

e Cannot include TI MEQUT in NXCONFIG
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| have mentioned that the | OHSTRI NG parameters can be specified by alternate means. One of those means
involves the use of NXCONFIG files. These are simply small text filesthat store the parametersin the same
format as they would bein an | OHSTRI NGvalue.

Y ou specify the use of an NXCONFIG file using a variation on the * UNC prefix convention. If the first node
of thefile nameis"* NXCONFI G', the Redirector takes the second node of the file name and prepends that
with "NXSERVI CES/ CONFI G " to form the name of the file from which it will read the parameter data. The
third and following nodes then comprise the relative path portion of the UNC name.

NXCONFIG files are searched for using normal usercode and family substitution conventions. They must
have aFl LEKI ND of SEQDATA. The Redirector will read a maximum of 250 characters from thefile,
including any trailing spaces in the text portion of the record (250 divided by 72 characters per line is almost
3.51ines). You can spread the parameter data over more lines by using a"%" at the end of lines to terminate
the accumulation of characters on that line.

The SERVERNANME and SHARENANME parameters should be included in the NXCONFIG file, as this method
supports only the relative path name convention.

A simple NXCONFIG file might look like this
SERVER=DI GVHPO6 SHARE=TESTSHARE %
SMBTRACE=FALSE %
| PADDRESS=192. 168. 16.2 %
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User Authentication for the Share

€ | CHSTRI NG CREDENTI ALS parameter
* Supplies a username and password to the server
* Possibly qualified by the USERDOVAI N parameter
* Note: this exposes the password in clear text cg)

€ Credentials files
* Allows credentials for remote servers to be stored in
an encrypted MCP file
* Searched for automatically if CREDENTI ALS not
specified in | OHSTRI NG
* Can be protected by standard MCP file security
(GUARDFI LE, etc.)
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Most remote systems will require that you present credentialsin the form of a username and password in
order to authenticate and control access to the shared resource. One way to do that is by including a
CREDENTI ALS parameter in the | OHSTRI NG attribute. The USERDOVAI N parameter is used with
CREDENTI ALS to specify the user domain in which the credentials will be authenticated.

The problem with using the CREDENT| AL S parameter isthat is exposes the password in the clear. Thisisa
potentially serious security issue.

The Redirector supports another method of specifying credentials for aremote system. The remote username
and password (and optionally, the name of the user domain) can be encrypted and stored in asmall MCPfile,
called a"credentialsfile." If the CREDENTI ALS parameter is not specified in | OHSTRI NG (or a
NXCONFIG file), then Redirector looks for a credentials file based on the SERVERNAME parameter. If this
fileisfound, the credentials from that file are transmitted to the remote system for authentication.

Credentials files are stored under the usercode that is opening the Redirector file. It is also possible to have a
"global" credentialsfile stored under the "* " node of the directory. Such a credentials file can be accessed by

multiple usercodes. Credentials files can be protected by standard MCP file security, particularly by the use of
guard files.
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Creating Credentials Files

€ Created by special MCP utility
* *SYSTEM NXSERVI CES/ MAKECREDENTI ALS
* Single space-delimited string parameter containing
— Remote server host name or "* "
— User name
— Password (may be in quotes to preserve case)
— Authentication domain name (optional)

@ Generates a small file under the originating
MCP usercode
* NXSERVI CES/ CREDENTI ALS/ <server name>
* NXSERVI CES/ CREDENTI ALS (if server name="*")
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Credentials files can be created by means of a utility program that is part of the standard software release,
* SYSTEM NXSERVI CES/ MAKECREDENTI ALS. This program takes a single string parameter. The
parameter string must contain three or four space-delimited tokens:

 Thefirst token is the name of the remote server with which the credentials file will be used. If this token
isan asterisk (*), then the utility generates a so-called "default" credentials file than can be used with
any server within auser domain.

» The second token is the username to be authenticated on the remote system. Thisis generally case-
insensitive.

» The third token is the password for that username. The case sensitivity of the password varies,
depending on the version of the MCP and the type and version of the remote system. In general, the
more recent the version of either MCP or Windows software involved, the more likely it is that the
password will be case sensitive. Thistoken may be embedded in double quotes () if it contains lower-

case and/or non-alphanumeric characters.
 The fourth token is the name of the user domain. Thisisoptional.
The utility encrypts the parameters and stores them in afile, named
NXSERVI CES/ CREDENTI ALS/ <server name>

under the initiating user's usercode. If the parameter had an asterisk as the first token, the credentials file will
be named simply NXSERVI CES/ CREDENTI ALS. When opening afile, the Redirector will search first for a
credentiasfile for the specific server being accessed. If no such credentials file exists, it will then search for a
default credentiasfile.
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Credentials File Examples

€ WFL/CANDE RUN command
RUN * SYSTEM NXSERVI CES/ MAKECREDENTI ALS
("W NSERV PAUL ""ny! %@PW" MYCORP")
€ CANDE UTI LI TY command
U * SYSTEM NXSERVI CES/ MAKECREDENT! ALS
W NSERV paul "myPW MYCORP

€ Creating a "default" credentials file

RUN * SYSTEM NXSERVI CES/ MAKECREDENTI ALS
("* PrintServ ""ps-pw'" MYCORP")
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This slide shows three exampl es of credential s file generation using MAKECREDENT| ALS. Note the use of
doubled double-quotes within the quoted parameter strings. The CANDE UTI LI TY (U) command is an

especially nice way to generate credentials, asit eliminates the need to quote the parameter string and supply
extra quotes for quoted passwords.
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Credentials File Conventions

€ Can be used only from the usercode that
created it

€ A non-usercoded run of MAKECREDENTI ALS
e Creates a "global" credentials file
e Usable from any usercode

@ Search order (family substitution applies)
1. CREDENTI ALSin | OHSTRI NG
(‘usercode) NXSERVI CES/ CREDENTI ALS/ server
(usercode) NXSERVI CES/ CREDENTI ALS
* NXSERVI CES/ CREDENTI ALS/ server
* NXSERVI CES/ CREDENTI ALS

ok
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There are some important conventions and restrictions that apply to the use of credentialsfiles.

The most significant restriction is that a credentials file may only be used from the usercode that created it.
The MAKECREDENTI ALS utility stores the creating MCP usercode in the file along with the authentication
data you specified. When the Redirector attempts to use a credentialsfile, it checks that the usercode directory
under which the file was found matches the usercode stored in the file. If these do not match, the connection
to the remote server is terminated with an open error. Thus, you cannot copy someone else's credentials file to
your usercode and useit.

It is possible, however, to create a so-called "global" credentialsfile that can be used from any MCP
usercode. To do this, you must run MAKECREDENTI AL S without a usercode (e.g., from the ODT). Thefile
will be stored under the * NXSERVI CES directory.

Asthe dide shows, credentials are searched for in priority order. If the CREDENTI ALS parameter is present
in1 OHSTRI NG or an NXCONFIG file, those are used regardless of the presence of any credentiasfiles. If a
CREDENTI ALS parameter is not present, the Redirector searches for a credentia s file first under the opening
task's usercode and for the specific server being accessed, cascading down through the combinations of
default and global credentials files. Normal family substitution applies when searching for credentials files.
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Redirector Directory Operations

* Create:
* Delete:
* Rename:
* Read:

@ Directories within network shares are a lot
like MCP permanent directories
* Are physically present, not just a node in a name
* Must be explicitly and individually created and deleted
* Cannot have a file and a directory of the same name

@ Directory operations
* Specifying FI LEKI ND=PERMDI Ris required

Open with NEWFI LE=TRUE
Open, then close with purge
Open, then change LFI LENAMVE

Returns a stream containing file entries
Format defined in 1/0O Subsystem Guide
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Directories or folders on most other systems are not like the "virtual directories' we use in the MCP
environment. Directories on other systems are physically present, and are often physically represented as a
file, not just anode in amulti-level file name. These must be explicitly and individually created and del eted,
perhaps using commands similar to MKDI R and RVDI R. Because the directories are stored in much the same
way afileis, most systems do not support the MCP's ability to have a directory and a file with the same name.

The Redirector supports a basic set of operations against directories on network shares. To access a directory,
you open the directory through Redirector asif it were afile, but you must explicitly set

FI LEKI ND=PERMDI R. This attribute must be set in the file's source code declaration or dynamically at run
time — it cannot be established through file equation. Y ou can perform the following operations on these

directory "files":

* Create — setting NEWFI LE=TRUE when opening a Redirector file with FI LEKI ND=PERVDI R will
create anew, empty directory on the remote share. If afile or directory of that name already exists, an
open error occurs. Any higher-level sub-directories must already exist, or an open error occurs as well.

» Delete — opening the directory with NEWFI LE=FAL SE and then closing the file with the PURGE option

will delete the directory on the remote share.

* Rename — opening the directory asinput and then changing the FI LENAME or LFI LENAME attribute
will change the name of the directory on the remote share.

« Read — Opening the directory asinput and reading asiif it were afile returns a stream of the subordinate
file and sub-directory entries. These entries are prefixed with a binary length field and contain a mixture
of binary and EBCDIC data. The format of these directory entries is documented in Section 29 of the 1/0O

Subsystem Guide.

Writing to adirectory fileis not allowed. Directories are modified only by creating, deleting, and renaming
the subordinate files and sub-directories they contain. Changing the FI LEKI ND to or from PERVDI Ron an

open Redirector fileis aso not allowed.
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Redirector Tips

€ User authentication is often a problem area
* Beware of password case sensitivity
* Case sensitivity varies by Windows and MCP version
* When in doubt, use matching case

€ NetBIOS name resolution is also a problem
e Try using DOVAI NNAVE=<FQDN>
* If necessary, use | OHSTRI NG| PADDRESS

@ Subdirectories on the share must exist — not
created automatically

€ Beware of ASCII/EBCDIC translation
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Here are some tips on the use of the Redirector that |'ve gleaned from my experience with it.

First, if you are going to have a problem accessing a shared resource, the problem is probably going to
involve either user authentication or name resolution. Most authentication problems | have seen result from
mismatched expectations on the case sensitivity of passwords. When in doubt, try to match case exactly.

NetBIOS server name resolution is aso a common problem, especially on networks with incompletely or
improperly configured domain controllers or DNS servers. Sometimes supplying a fully-qualified domain
name with the DOMAI NNAME parameter will get around this. As alast resort use the | PADDRESS parameter,
but beware that this may cause a maintenance problem down the road, and may not work at all for servers that
have dynamically-assigned addresses.

As MCP users, we are very used to the idea that sub-directories in file names come and go automatically as
needed. That is not the case with sub-directories on most other types of systems. For Windows and
Unix/Linux systems especially, sub-directories must be explicitly created and deleted. Attempting to create a
file without having all of the sub-directoriesin its path present resultsin an open error. The Redirector will
not create these for you automatically. Y ou must first create the necessary sub-directories on the remote
system or use the directory manipulation facilities of the Redirector. Obviously, the user account you are
authenticating with the remote share must have appropriate rights to any directories and files you will be
accessing.

Finally, beware that the Redirector by default uses EXTMODE=ASCI | and most MCP application by default
have | NTMODE=EBCDI C. Thiswill result in ASCII/EBCDIC trandation for 1/0Os done through the
Redirector. For text files, thisis usualy what you want; for binary data, thisis usually disastrous. Y ou can
disable trandation by setting | NTMODE and EXTMODE to the same value, or by setting the

DEPENDENTI NTMODE attribute to TRUE.
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Defining Printer Shares

€ See "Setting up a Connection to a Network
Printer Share" in the Installing a Printer for
MCP Print System Use manual

¢ Example:
PS CONFI G +VI RTUAL SHAREPRN

BLOCKSI ZE=10000,

TRANSLATI ON=NONE,

PROTOCOL=TRANSPARENT,

PPT=NONE, SPOOLER=NONE,

| OH=" NXPRI NT ( SERVER=PSVR1 SHARE=LAZR?
NXCREDENTI ALS=PUSR TI MEOUT=30)
IN SL REDI RSUPPORT"

DRI VER=.., etc.
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I mentioned earlier that the* SYSTEM NXSERVI CES/ REDI RECTOR library can also serve asan 1/0O
Handler for the Print System. This allows you to configure printersin the Print System that route their output
to ashared network printer. The current library replaces the older 1/O Handler for network printing,

* SYSTEM NXSERVI CES/ PRI NT/ REDI RECTOR, that was available prior to MCP 5.0.

A detailed description for configuring shared network printers can be found in the section "Setting up a
Connection to a Network Printer Share" in the Installing a Printer for MCP System Use manual. The dlide
shows a basic example of such a printer configuration. The parametersin parentheses for the NXPRI NT |OH
are similar to those for the IOHSTRING file attribute. NXPRI NT supports credentials files and atemplate
mechanism that eases the task of configuring large numbers of network printers. Global and default
credentiasfiles are especially useful, as a single credentials file can permit access to alarge number of
printers by alarge number of Print System users.
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PCDRIVER Utility

€ *SYSTEM NXSERVI CES/ PCDRI VER

* Takes a single string parameter

* Documented in System Software Utilities Operations
Guide

€ Capabilties
 Interfaces to the Windows-based "Launcher" utility
* Transfers files between MCP and an SMB share
— Binary file transfer
— Text file transfer with MCP record format mapping
* Removes files from an SMB share
* Does not overwrite existing files (MCP or share)
* Stops on first error; reports in TASKVALUE. [ 5: 6]
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In the beginning of this presentation | made the point that the Redirector is afile access mechanism rather
than afile transfer mechanism. That does not mean that it cannot be used for file transfer, however. It is quite
easy with the Redirector to write a program that copies a stream file between a network share and the MCP
file system.

Unisys supplies a utility program as part of the standard software release,

* SYSTEM NXSERVI CES/ PCDRI VER, that handles a variety of common file transfer tasks for SMB shared
directories. This program is documented in the System Software Utilities Operations Guide.

PCDRI VER has two main modes of operation. One is to communicate with a Windows-based program,
Launcher (aso part of the standard release and available from the | nst al | s share) over a standard
TCP/IP port. This mode does not involve the SMB protocol, and | will not discussit further in this
presentation.

The second mode of operation uses the Redirector and the SMB protocol to access files on remote shares. In
this mode, PCDRI VER supports three primary operations.

 Transfer binary byte-stream file between a remote share and the MCP.

 Transfer atext file between aremote share and the MCP, converting between line-oriented text format
on the remote share and record-oriented format on the MCP.

» Remove afile from an SMB share. Only individual files can be removed by PCDRI VER, not whole
directories.

PCDRI VER will not allow you to overwrite an existing file on either the MCP or the shared directory. You
must explicitly remove existing files before transferring afile of the same name to either type of destination.

PCDRI VER allows you to submit multiple commandsin one run. It will stop processing commands on the
first error it encounters. It returns an error code in the low-order six bits of its TASKVALUE task attribute.
These error codes are documented in the Operations Guide.
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PCDRIVER Parameter

@ In-line syntax
* Remote server specification
— |IP address or FQDN (for Launcher interface)
— \\ servername\ sharename (for SMB interface)

* [ serveroptions ] (optional)
¢ List of commands separated by "; "

€ Command-file syntax
* RUN ..[PCDRI VER ("FI LE MY/ PCD/ PARAMG") ;

* Reads parameter data from the named file
* Must be an MCP FI LEKI ND of type text
* File contents are same format as in-line syntax
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PCDRI VERis controlled by asingle string parameter. The string can contain either the commands directly, or
it can contain reference to an MCP text file where the commands are stored. If the string parameter begins
with the word "FI LE", then the commands are taken from the file having the title that follows. Otherwise,
PCDRI VER expects to find its commands in the string parameter.

The command syntax begins with a designation of the destination and the mode in which PCDRI VER will
run:

« |f the command syntax starts with an IP address or a fully-qualified domain name (e.g.,
server.company.com), then PCDRI VER opens a connection to the Launcher program on the specified
system.

« If the command syntax starts with a server name and share name in UNC format (including backslashes,
e.g., \ \ myserver\ myshare), PCDRI VER uses Redirector to communicate with that network share.

Following thisinitial designation of the mode and destination, the syntax may optionally include a set of
optionsin square brackets that apply to the entire run. Some of these options configure the Redirector; the rest
supply defaults for converting between line-oriented and record-oriented file formats.

The remainder of the command syntax consists of PCDRI VER commands. If there are multiple commands,
they must be delimited by semicolons (; ).

If you direct PCDRI VER to read its commands from an externa file, the file must have one of the text-
oriented FI LEKI NDs— TEXTDATA, SEQDATA, JOBSYMBQOL, €tc.
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PCDRIVER SMB Server Options

@ CREDENTI ALS

* Username/password
e #nodename (to specify alternate CREDENTIALS file)
* Attempts to use a CREDENTIALS file if not specified

€ USERDOVAI N = simple name
4 NODI SPLAY

€ <text data option>
* Multiple text options can be specified
* These are defaults

e Can be overridden by text options on individual file-
transfer commands
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Server options are optional in a PCDRI VER command string, but if present, must be coded within square
brackets following the "\\servername\sharename" syntax. Multiple options must be separated by commas. The
options shown here are just the ones for the Redirector mode of operation. There are additional options used
with the Launcher mode.

» CREDENTI ALS — this option specifies user credentials similar to the parameter with the same namein a
Redirector | OHSTRI NG attribute. Instead of a username/password pair, you can also specify asingle
filename node, prefixed by a number sign (#). Using this form will attempt to locate a credentialsfile
with the specified name asthe last nodein its file name. If CREDENTI ALS is not specified, the
Redirector will look for a credentials file in the manner described earlier for Redirector files.

« USERDOMAI N—this option isidentical to the one of the same name in a Redirector | OHSTRI NG
attribute.

» NODI SPLAY - specifying this option causes PCDRI VER to suppress the display of error messages that
indicate acommand failure. Regardless of the presence of this option, PCDRI VER stops executing
commands upon the first failure, and stores an error code in the low-order six bits of its TASKVAL UE
attribute.

« <text data option> —thisis one or more of the options for mapping between line-oriented text files on the
remote share and arecord-oriented MCP file. Options specified here serve as defaults for any text-
oriented file transfer commands that follow. These options may be overridden by <text data option>
specifications on individual commands. These options will be discussed shortly.
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PCDRIVER SMB Commands

¢ Bl NARYDATATOPC
<MCP title> <PC path>
¢ Bl NARYDATAFROVPC
<MCP title> <PC path>
€ TEXTDATATOPC
[ <text data options>] <MCP title> <PC path>
¢ TEXTDATAFROVPC
[ <text data options>] <MCP title> <PC path>

€ REMOVE <pcC path>
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There are five commands that can be used with the Redirector mode of PCDRI VER.

» Bl NARYDATATOPC — Transfer adata file from the MCP file system to the remote network share. No
tranglation or record formatting takes place. The MCP file does not need to be a stream file, but does
need to have BLOCKSTRUCTURE=FI XED and FRAMESI ZE#4. Records are written to the remote
share head-to-tail, with no line delimiters. The command will fail if afile with the same name as <PC
path> is present on the remote share.

» Bl NARYDATAFROVPC — Transfer adata file from the remote network share to the MCP file system. No

tranglation or record formatting takes place. The file created on the MCP will be a stream file with
EXTMODE=ASCI | . The command will fail if afile with the same name as <M CP title> is present in the
MCP file system.

o TEXTDATATOPRPC — Transfer afile from the MCP file system to the remote network share. If the MCP
fileisencoded in EBCDIC, the datawill be translated to ASCII according to the CCSVERSI ON text
data option, if any. The MCP file does not need to be a stream file, but does need to have
BLOCKSTRUCTURE=FI XED and FRANVESI ZE#4. Records are written to the remote share with trailing
blanks trimmed and a carriage-return/line-feed pair inserted after each trimmed record. The command
will fail if afile with the same name as <PC path> is present on the remote share

o TEXTDATAFROMPC — Transfer afile from the remote network share to the MCP file system. Unless the
TRANSLATE option is FALSE, the datawill be translated from ASCII to EBCDIC according to the
CCSVERSI ON option, if thereis one. The file created on the MCP will be arecord-oriented file with
EXTMODE=EBCDI C. The command will fail if afile with the same name as <MCPtitle> is present in
the MCP file system.

» REMOVE — Removes the named file from the remote network share. If no such file is present on the
share, the command is ignored and no error is generated. If the fileis adirectory, the command fails.

Note that TEXTDATATOPC and TEXTDATAFROMPC can both accept <text data options> if encoded in
sguare brackets after the command name. These options are discussed next.
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PCDRIVER Text Data Options
Option syntax (defaults underlined) to/from
CCSVERSI ON <version> (defaults to SYSOPS) both
SEQUENCENUMBERSONPC = TRUE|FALSE from
FI LEKI ND <filekind> | DATA n from
BLOCKI NG = n (default depends on rec size) from
UNI TS CHARACTERS|WORDS from
AREABYTES = n (default 81,000) from
RECORDS CRLF|I MPLICIT from
OVERFLOW = TRUNCATE|FOLD]WRAP|ERRCR from
TRANSLATE = TRUE|FALSE from
TRI MBLANKS = TRUE|FALSE to
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The <text data options> portion of the PCDRI VER command syntax controls how datais mapped between
line-oriented stream files on the remote network share and record-oriented files in the MCP file system. These
options can be specified only for the TEXTDATATOPC and TEXTDATAFROVPC commands. They can aso
be specified as global options at the beginning of the command string, but with one exception discussed
below, apply only to the TEXTDATATOPC and TEXTDATAFROVPC commands. These options are always
written as a comma-separated list within square brackets.

* CCSVERSI ON specifies which variant of ASCII/EBCDIC trandlation will take place. This defaults to
the system-level setting determined by the ODT SYSOPS CCSVERSI ON command..

« SEQUENCENUNMBERSONPC indicates whether the line-oriented file on the remote network share has (or
should have) sequence numbers in the position determined by the file's FI LEKI ND attribute. The default
is FALSE.

e FI LEKI ND applies only to the TEXTDATAFROVPC command. It specifiesthe FI LEKI ND mnemonic
that will be assigned to the MCP file that is created by the transfer operation. In addition to the standard
FI LEKI ND mnemonics, you can specify "DATA n" to indicate a data file with n-character records. The
default size for data file records is 90 characters.

» BLOCKI NG specifies the blocking factor for MCP files, and is valid only for the TEXTDATAFROVPC
command.

« UNI TS specifies the value of the UNI TS file attribute for the MCP file, and is valid only for the
TEXTDATAFROMPC command.

» AREABYTES specifiesthe size of disk areas for the MCP file and is valid only for the
TEXTDATAFROVPC command. Also appliesto the Bl NARYDATAFROVPC command when specified
asaglobal default text option.

» RECORDS specifies whether record boundaries in the line-oriented file on the network share should be
determined from the presence of line delimiters (CRLF mnemonic, the default) or fixed character
intervals (I MPLI CI T mnemonic) determined by the FI LEKI ND and SEQUENCENUNVBERSONPC
options. Thisoption isvalid only for the TEXTDATAFROVPC command.

» OVERFLOWspecifies how line-oriented records that exceed the size of the MCP record area are to be
handled. Valid mnemonic values are TRUNCATE (the default), FOLD (using "\ " as afold character),
V\RAP (asin word wrap), or ERROR. This option isvalid only for the TEXTDATAFROVPC command,
and ignored when RECORDS=1 MPLI CI T.

* TRANSLATE specifies whether ASCII/EBCDIC tranglation will occur. This option isvalid only for the
TEXTDATAFROWVPC command. The default valueis TRUE.

» TRI MBLANKS specifies whether trailing blanks are trimmed from lines written to the remote share. This
option isvalid only for the TEXTDATATOPC command.
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PCDRIVER Example

RUN * SYSTEM NXSERVI CES/ PCDRI VER(
"\ \ HST\ PAY [ AREABYTES=900000] " &

" Bl NARYDATATOPC MY/ BLOB bl obs\ ny. dat; " &

" TEXTDATAFROWPC [" &
"FI LEKI ND DATA 360," &
"UNI TS=WORDS, " &
"BLOCKI NG=30, " &
" OVERFLOM-ERROR] " &
" DATA/ FROM PC ON DROP t oMCP. txt;" &

"REMOVE t oMCP. t xt");
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This slide shows a sample run of the PCDRI VER program. The command string breaks down as follows:

« \ \ HST\ PAY specifiesthat the program will use its Redirector mode to connect to the remote system.
The server name is HST and the share name is PAY.

* [ AREABYTES=900000] specifiesthat MCP files created by this run will have an AREALENGTH of
900,000 bytes.

» The Bl NARYDATATOPC command will transfer the MCP file "MY/ BLOB" to the network share sub-
directory "bl obs" and file name "ny. dat " without translation or conversion to line-oriented format.

* The TEXTDATATOPC command will transfer the "t oMCP. t xt " file from the the network share to the
MCPfiletitled "DATA/ FROM PC ON DROP". The datawill be trandlated from ASCII to EBCDIC
(TRANSLATE=TRUE by default). The MCP file that is created will have FI LEKI ND=DATA,
UNI TS=WORDS, MAXRECSI ZE=60 (360 bytes:6 bytes/word), and BLOCKSI ZE=1800 (60x30).
With OVERFLOW=-ONERROR, if any lines from the file on the network share are longer than 360
characters, an error will be generated for the command.

* The REMOVE command will remove the file just transferred from the network share. Note that this
command will not be executed if either of the preceding commands fails.
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Using StreamIOH

That concludes our discussion, for the time being, of the Redirector. One of the issues with the Redirector is
that MCP applications using it must access files on network shares as byte-stream files. If the file has binary
data, or the program is planning to parse the datain some way, this may be appropriate.

What happens though, if the file on the shareis line-oriented text and you simply want to read the lines as if
they were traditional records? That would generally involve reading chunks of data from the stream file,
parsing the data for line delimiters, assembling whole lines (which could be split across chunks) into records,
and then doing the necessary record-oriented processing. Such atask is not rocket science, but it's not trivial,
either, especialy in alanguage like COBOL.

Thisiswhere StreamlOH comesin.
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What is StreamIOH?

€ Maps I/Os between traditional MCP record
formats and line-oriented text file formats

e Allows an MCP application to read and write byte
stream files as if they were record files

* Mapping to/from record format is done on the fly

€ Another virtual file implementation
e SL STREAM OH, available since MCP 7.0
* Use with MCP byte stream files
* Use with files on remote servers via Redirector
 Invoked solely with file attributes!
— No program changes necessary
— Can be implemented using only file equation
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Streaml OH is afacility that can map logical 1/0s between the record-oriented formats we traditionally use
with MCP applications and line-oriented text file formats typically used on other systems. It allows MCP
applications to read and write line-oriented text files asif they were record files. This conversion is generally
done on the fly, asrecords are being read and written. With one exception that we will discuss later, thefileis
not converted en masse between line-oriented and record format in a separate pass.

Like the Redirector, StreamlOH is virtual file implementation. By default, it is accessed through the SL
function name STREAM CH. It has been available since MCP 7.0 (SSR 48.1), ca. 2002, but its

implementation was incomplete until MCP 9.0. It is bundled in the standard system software release.

Y ou can use StreamlOH in two ways.

» Toread and write line-oriented byte stream files within the MCP file system.

* In conjunction with the Redirector, to read and write line-oriented byte stream files on a network share.
One of the really nice things about StreamlOH is that can be invoked solely with file attributes. This means
that you can give an existing program the ability to read and write variable-length, line-oriented text files

without changing the program or even recompiling it. StreamlOH can be implemented simply using file
equation.

2007 UNITE MCP-4026



Using the Redirector and Streaml OH

Using StreamIOH with MCP Files

"Logical" (Stream) File

""" T ™MeP

CP Logical I/0 Physi¢a| /0

I - R

Y tual" (Record) File |

MCP
App . File

"Physical" File

MCP-4026 39

This diagram shows how Streaml OH works when accessing byte stream files within the MCP file system.
Sinceit isimplemented as a virtual file, MCP applications access it through a standard file declaration and
I/0 verbsin the programming language. The data structure that represents afile at runtimeis called aFile
Information Block, or FIB. The MCP's Logical 1/0 module connects to the StreamlOH library to process the
MCP application’'s I/O requests. The result of these requests will be viewed by the application as full records.

The Streaml OH library dynamically creates another FIB to access the physical byte stream file. The library
reads or writes chunks of stream data for the physical file as necessary, and translates between the line-
oriented text format of the physical file and the record-oriented format that the M CP application sees.
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StreamIOH Example and Demo

RUN MY/ PROG, FI LE FI XED (
KI ND=VI RTUAL, | OHFUNCTI ONNAME="STREAM CH",
LFI LENAME=MY/ STREAM TXT, FAM LYNAME=PACK) ;
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To see how easy it isto use Streaml OH, this dlide shows a very basic example. Assume that the program
MY/ PROG has been written to read from the file with | NTNAME "FI XED"in the traditional record-oriented

manner. Assume also that we have aline-oriented text file with carriage-return/line-feed delimiters stored on
the PACK family as MY/ " STREAM TXT" .

To allow the program to read this stream file in a record-oriented fashion, all we need to do isfile equate
Kl ND=VI RTUAL and | OCHFUNCTI ONNAME=" STREAM OH' . There are a number of additional options that

can be specified, but the standard defaults allow us to read a simple line-oriented text file without specifying
anything else.

[Demo here]
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Declaring a StreamIOH File

¢ KI ND=VI RTUAL,
I OCHFUNCTI! ONNAVE=" STREAM OH"
e | OHLI BACCESS=BYFUNCTI ONis the default
* There is no shorthand attribute, like REDI RECTI ON
* Otherwise, declare like an ordinary record-oriented file

€ | OHSTRI NGattribute
* Passes parameters to the StreamIOH library
* Has parameters describing the physical file
* Has parameters defining the stream/record mapping
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To use Streaml OH with afile, you need to declare or file-equate KI ND=VI RTUAL and

| OHFUNCTI ONNAMVE=" STREAM CH" . | OHLI BACCESS=BYFUNCTI ON s the default, so this does not
need to be specified. Alas, thereis no convenient shorthand attribute like REDI RECTI ON asthereisfor the
Redirector.

In al other respects, though, you declare and use the file declaration in your program as you would for an
ordinary record-oriented file.

Aswith the Redirector, the | OHSTRI NG attribute is used to pass parameters to the StreamlOH library. There
are two types of parameters used with Streaml OH:

» Parameters describing the physical file

 Parameters defining how the mapping between line-oriented and record-oriented formatsis to be done.

Both types of parameters may be intermixed and specified in any order. They are written as a sequence of
name=value pairs, separated by commas. Additional spaces may appear around the commas.
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IOHSTRING Physical File Parameters

€ General physical file parameters
* KIND = DI SK | CDROM| VI RTUAL
¢ EXTMODE = <mnemonic>

€ Used only with KI ND=VI RTUAL
e | OHTI TLE = <file title>
e | OHFUNCTI ONNAME = " <SL name>"
* | OHSTRI NG.= " <string>"
* REDI RECTI ON

Note this an | OHSTRI NG parameter
inside an | OHSTRI NG attribute
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Since the file your program usesis avirtual file, the attributes for that file apply to and are seen by

Streaml OH. They do not directly apply to the physical file you are trying to access. Streaml OH passes
through many attributes (such as the file name and date/time stamps) between the virtual record-oriented file
your program sees and the physical file itself, but in some cases we need to talk about the virtual and physical
filesindividualy.

There are several physical file parametersin the | OHSTRI NG attribute that describe characteristics of the

physical file to StreamlOH. Note that what we are talking about here are parameters within the | OHSTRI NG
attribute, even though they have the same name asfile attributes.

« KI ND specifies the type of physical file. The choicesare DI SK, CDROM and VI RTUAL. The default
valueis DI SK.

» EXTMODE can be used to override the EXTMODE attribute of the physical file. Internally, StreamlOH

aways processes dataas EBCDIC. Y our program cannot override this by setting the virtual file's
EXTMODE attribute.

The previous two parameters can be used with all StreamlOH files. The remaining parameters can be used
only when the KI ND parameter has the value VI RTUAL, which will be discussed on the next dlide.
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IOHSTRING KIND Parameter

€ | CHSTRI NG KI ND=DI SK | CDROM
* File is local to the MCP environment
* Located by FI LENAME/TI TLE and FAM LYNAVE
* Do notuse "on"inTI TLEor LTI TLE!
* Defaultis DI SK

€ | CHSTRI NG KI ND=VI RTUAL
* StreamlOH works through another I/O Handler
* Must specify | CHTI TLE or | OHFUNCTI ONNAME
 Alternatively, use REDI RECTI ON parameter to specify
REDI RSUPPORT (the Redirector)
* Value of the | OHSTRI NG parameter is passed to the
other IOH as its | OHSTRI NG attribute
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The KI ND parameter of the StreamlOH | OHSTRI NG attribute determines where and how Streaml OH will be
reading or writing the line-oriented text data.

Setting the KI ND=DI SK (the default) or KI ND=CDROMparameters means that StreamlOH will be accessing
aphysical file within the MCP file system. That physical file will be located by the file name attribute
specified for the virtual file. Note that the family on which the file resides must be specified using the

FI LENANME attribute. Do not use an on-part when specifying the file name using TI TLE or LTI TLE, asthat
implicitly changes the KI ND of the virtual file to DI SK, thus making it no longer avirtud file.

Setting the KI ND=VI RTUAL parameter means that StreamlOH will not be accessing a physical file, at least
not directly. Instead it will be accessing the line-oriented data through another virtual file I/O Handler. This
could be an IOH that you write, or it could be the Redirector.

e | OHTI TLE can be used to specify the other IOH by its codefiletitle.

« | OHFUNCTI ONNAIVE can be used to specify the IOH by its SL function name. Y ou should specify the
IOH library either by title or by function name, not both.

e | OHSTRI NG can be used to pass parameter information to the other 1/0 Handler's | OHSTRI NGfile
attribute. Note that thisisan | OHSTRI NG parameter embedded inside an | OHSTRI NGattribute. This
can look alittle weird when you write it, but as we will see later, it enables some very useful behavior.

« REDI RECTI ON specified as a parameter is equivalent to the REDI RECTI ON file attribute. Specifying
thisis ashorthand way of specifying the parameters KI ND=VI RTUAL and
I OHFUNCTI ONNAME=" REDI RSUPPORT" .
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IOHSTRING Conversion Parameters

FI LEKI ND
DATA

EXTDELI M TER
FORMFEEDI SDELI M TER
TABI NTERVAL

MARKI D

SEQBASE

SEQ NCREMENT

TRI M

FOLDI NG
FOLDCHARACTER

L 2K 2R 2K 2R 2K 2% 2K 2R 2K 2R 2
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Therest of the parametersin a StreamlOH | OHSTRI NG are used to control the conversion between line-
oriented and record-oriented formats. These fall logically into afew groups, which | will discuss on the next
set of dlides.
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StreamIOH and FILEKIND

€ FI LEKI ND determines the record length
and format of a record-oriented file
* Text field
* Sequence number field
*  Mark field

@ StreamlOH determines FI LEKI ND from:
1. FI LEKI ND parameter in | OHSTRI NG attribute

2. FI LEKI ND explicitly set for the virtual (record) file
3. File extension in FI LENAME or Tl TLE attribute

€ Uses same extensions as Editor/PWB
(. C85,.ALG, . WFL, . TXT, etc.)
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The FI LEKI NDfile attribute specifies the internal layout of records. One of its main uses isto determine the
type of compiler associated with a source or object code file. For source files, the FI LEKI ND determines the
size and position of the text, sequence number, and mark ID fieldsin arecord.

Streaml OH determines the FI LEKI ND of the virtua file from three places, in the order of descending
priority as shown on the slide. If FI LEKI ND has not been specified in some other way, and the file name of
the physical file contains an extension (. TXT, . DAT, etc.), then the extension determines the FI LEKI ND.
Streaml OH uses the same extension codes as the Editor utility. It also recognizes the extensions used by
Programmer's Workbench (PWB, NX/Edit), which all endin"_ni'.
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Basic Record Formatting

€ Fl LEKI ND=<mnemonic>
* Overrides file name extension and FI LEKI ND attribute
* Determines existence and position of sequence and
mark fields
€ DATA=<integer> [bytes]
* Determines length of text area, default = 80
e FI LEKI ND must resolve to DATA, CDATA, CSEQDATA
e If EXTDELI M TER=UNSPECI FI ED
— FI LEKI ND/DATA=n determines the record length

— Onread, fixed-length chunks are passed to the
record area without parsing for line delimiters
— On write, no line delimiter characters are included
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Streaml OH determines the FI LEKI ND of the virtual file from multiple places, as discussed on the previous
dide. The FI LEKI ND parameter inthe | OHSTRI NG overrides any other determination of FI LEKI ND and
forces Streaml OH to apply the specified format to the virtua file's record area.

Records in data files do not have sequence and mark 1D fields (with the exception of CSEQDATA, which has
afive-digit sequence number at the beginning of the record) and can be any length up to the system limit of
64K | NTMODE units. To specify the size of adatarecord in bytes, the DATA parameter is used. If not
specified, the default length of datarecordsis 80 bytes. To use the DATA parameter, the FI LEKI ND must
resolve to one of DATA, CDATA, or CSEQDATA,; otherwise an open error will occur.

There is one important twist to accessing data files through StreamlOH. If EXTDELI M TER (discussed next)
has the value UNSPECI FI ED, then FI LEKI ND (and for data files, DATA=n) is used to determine the record
length. On reads, StreamlOH will read fixed-length chunks from the line-oriented file and pass them to the
record area without parsing line delimiters. On writes it will write fixed-length chunks to the line-oriented file
without appending line delimiters (which means that the byte stream file will not be line-oriented — it will
contain fixed-length records written head-to-tail).
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Delimiter Character Handling

¢ EXTDELI M TER=
+ UNSPECI FI ED|NL | CR| LF | CRLF | CRCC
* May need to set this for data files
* Default UNSPECI FI ED implies:
— No line delimiters recognized
— Reads fixed-length "records" from the stream file

¢ FORMFEEDI SDELI M TER=TRUE | FALSE

€ TABI NTERVAL=<integer>
* Expands tab (HT) characters to spaces
* TABI NTERVAL=0 disables tab expansion
* Operates only when reading from stream file
* Does not replace spaces with tabs on write
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The StreamlOH EXTDELI M TER parameter echoes the file attribute of the same name. EXTDELI M TER
specifies the type of line delimiter used in aline-oriented text file. The mnemonic values are
« UNSPECI FI ED
NL (newline)
* CR(carriage-return)
LF (line-feed)
» CRLF (carriage-return followed by line-feed, the Windows/DOS standard)
» CRCC (carriage-return followed by either line-feed or form-feed)

Thisisaphysical file attribute and is stored in the MCP disk directory. Streaml OH will assume the value read
from the disk directory unlessit is overridden by alogica file attribute setting or the EXTDELI M TER
parameter in | OHSTRI NG,

Once again, if EXTDELI M TER has the value UNSPECI FI ED, Streaml OH will not know how to parse for
line delimiters, so the physical file will be assumed to not contain delimiters, and Streaml OH will simply read
and write fixed length chunks of data having alength determined by the size of the virtual file record.

The FORMFEEDI SDELI M TER parameter specifies whether form-feed (ASCII hex OC) charactersin the
text stream will be recognized as line delimiters. The default is FALSE.

The TABI NTERVAL parameter specifies whether horizontal tab (ASCII hex 09) characters in the text stream
will be expanded to spaces. If this parameter is not specified, or has the value zero, tab characters are passed
through as part of the text. If the parameter has a non-zero value, tab characters are replaced with spaces to
pad out the record to the next multiple of theinterval. A very popular tab interval is eight. The default valueis
zero.

Note that TABI NTERVAL is only effective when reading from the line-oriented file. It does not cause "tab
compression” when writing to aline-oriented text file. All (non-trailing) spaces are passed through on awrite
without being converted to tabs.
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Sequence and Mark Filling

€ Only apply if reading from the stream file

€ New mark ID and sequence value overwrite
any converted from the stream file

€ Size and position determined by the effective
FI LEKI ND value

€ MARKI D=" <string>"
SEQBASE=<integer>
€ SEQ NCREMENT=<integer>

*
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For effective FI LEKI ND values that represent record formats having sequence number and mark ID fields,
Streaml OH can supply values for these fields when records are read. Any sequence humber or mark 1D in the
line-oriented file will by default be passed through to the record area unless stripped off by the TRI M
parameter, discussed next.

If SEQ NCREMENT is specified, the sequence numbers generated by StreamlOH will override those from the
line-oriented file. Similarly, if MARKI Dis specified, that value overrides any from the line-oriented file.
SEQBASE isonly vaid if SEQ NCREMENT has a non-zero value.

The default MARKI Disanull string. The default for both SEQBASE and SEQI NCREMENT is 100.
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Record Trimming

€ Trims sequence field, mark field, and/or
trailing blanks when writing to stream file

€ Drops sequence or mark field from record
on read

¢ TR M=
* NONE
* BLANKS
* SEQUENCE
* |ID
* ALL (default)
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Streaml OH has the ability to trim portions of arecord asit is transferred between the line-oriented file and the
record area. Trimming is most often useful when writing to aline-oriented file. For FI LEKI ND values that
support sequence numbers, you can choose to trim them from the record before the text is transferred to the
line-oriented file. For al types of files, you can choose to trim trailing blanks from the line-oriented file. The
default isto trim everything.

Trimming can also be applied when reading from aline-oriented file. For FI LEKI ND values that support
sequence numbers, this causes the sequence and mark ID from the line-oriented file to be dropped and values
generated by Streaml OH to be placed in the record area.

The TRI Mparameter has the following options:
* NONE — trim nothing.
« BLANKS —trim trailing blanks from the text area of the record, along with any sequence or mark 1D
field present to the right of the text area.
» SEQUENCE — trim the sequence number from the record area. There are two aternatives when thisis
specified:
— If the sequence number isto the left of the text area (asin COBOL), only the sequence number field is
trimmed.
— If the sequence number is to the right of the text area, the sequence and mark 1D (if present) will be trimmed.

e | D—trimthe mark ID field, if any.
* ALL —trim everything — sequence number, mark I1D, and trailing blanks.
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Record Folding

€ Controls mapping of long lines in the
stream file to the record file

e On read, long lines from the stream file may be folded
into multiple records

* On write, multiple records may be unfolded into a
single long line for the stream file

* "Fold character" is placed at the end of folded records
» Default is FOLDI NG=BLI ND

€ Trimming and folding can conflict
* It's complex — see documentation for specifics
* Trimming is always applied before folding
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With Streaml OH, the record area must be defined for the virtua file with a fixed maximum length. On the
line-oriented side, however, the lines can be of arbitrary length. For some files, accommodating very long
lines may make the record areainconveniently large.

To deal with this, StreamlOH supports folding of long lines into multiple records. Aslong lines are read from
the line-ariented file, they can be broken into pieces no longer than the size of the record area. A "fold
character" may optionally be placed at the end of the folded text in the record area to indicate that the record
has been folded and that more data from the same line will appear in subsequent records. If alineis short
enough not to require folding (or it isthe last piece of afolded line), no fold character is placed in the record
area.

The documentation indicates that the default type of folding is TRUNCATE. That isincorrect —the default is
actually BLI ND.

When writing to aline-oriented file, Streaml OH also supports unfolding multiple records to create one long
line. The fold character (if specified) is used to determine where in the record area the fold occurs. The
process of folding and unfolding records is symmetric, so that a record-oriented file created by folding may be
unfolded to recreate the original line-oriented file.

Some choices for the FOLDI NGand TRI Mparameters can conflict. The interaction between these two
parameters is too complex to delve into here. See the documentation in the 1/0 Subsystem Guide on the
FCOLDI NG option for more information. Keep in mind, though, that trimming is always applied by
StreamlIOH before it considers arecord for folding.
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Folding Parameters

¢ FOLDI NG=NONE | SEQUENCE | I D|
BLI ND | SPACE | TRUNCATE

€ FO_DCHARACTER=
* NONE (default)
* AVPERSAND (&)
* ATSI N (@)
* BACKSLASH (\)
* DOLLARSI GN (%)
* NUMBERSI GN (#)
* PERCENTSI GN (%)
e SLASH (/)
e VERTI CALLI NE (])
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The FOLDI NG parameter has the following options:

» NONE - no folding or unfolding is done. On read, if aline is encountered in the line-oriented file that is
longer (after trimming is applied) than the file's record area, an 1/0 DATAERROR exception is returned to
the MCP application program.

» SEQUENCE —thelinesin the line-oriented file are assumed to be of the exact fixed size defined by the
effective FI LEKI ND to contain the text area and sequence number fields. A DATAERROR exception
occursif alineis encountered that that conflicts with this assumption.

« | D—thelinesin the line-oriented file are assumed to be of the exact fixed size defined by the effective
FI LEKI ND to contain the text area, sequence number, and mark ID fields. A DATAERROR exception
occursif alineis encountered that that conflicts with this assumption.

» BLI ND—linesin the line-oriented file are folded in increments that are the size of the record area. If a
fold character is specified, it isinserted in the last character position of the record area. Thisisthe
default setting (the documentation through MCP 11.1 states it is TRUNCATE — that isincorrect).

« SPACE - linesin the line-oriented file are folded in increments no larger than than the size of the record
area. The fold occurs at a point where there is a transition between space and non-space characters. The
fold character (if specified) isinserted in the text areain place of the last blank character, and the rest of
the text areafield is blank.

* TRUNCATE - linesare not folded at al. If alineisread from the line-oriented file that is longer than the
record area, it is simply truncated on the right to fit in the record area.

The FOLDCHARACTER parameter determines the character to be inserted into the record area at the point that
the fold occurred. It can be any of the choices shown on the slide. The default is NONE (the documentation is
wrong about this, too).
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Special Considerations

€ For purely sequential 1/0, stream/record
conversion is done on the fly

@ If arandom I/O request occurs

* Entire stream file is read and converted to a temporary
(hidden) fixed-length record file

* All further 1/O is against this temporary file
* When the virtual file is closed, stream file may be
rewritten from temporary file to apply any updates
€ StreamlOH works internally in EBCDIC
e Translation may occur between physical file and IOH
* May also occur between IOH and virtual (record) file

MCP-4026 52

There are a couple of special considerations when using Streaml OH.

First, we have been talking thus far about using Streaml OH for sequential access to aline-oriented byte
stream file. When used in this fashion, al conversion between the line-oriented and record-oriented format is
done on the fly as reads and writes are issued by the MCP application.

StreamlI OH also supports random 1/O against the line-oriented file. The problem with random I/O isthat there
isno way to predict where linesin the line-oriented file occur, since they can be variable length. To handle
this, the first random 1/O operation causes Streaml OH to read the entire stream file, converting it into a
temporary, hidden, fixed-length record file. All further I/O for the virtual file will occur against this temporary
file. When the virtual file is closed, the temporary fileis discarded. If writes occurred to the temporary file, it
is used to recreate the line-oriented file before being discarded.

The second consideration is that Streaml OH always works internally using the EBCDIC character code.
Depending on the | NTMODE of the virtual file, trandation may occur between the MCP application's record
areaand Streaml OH. Depending on the EXTMODE of the physical file, trandation may also occur between
Streaml OH and the physical file. In most cases involving line-oriented text files, however, thistrandation
something you want to have happening.
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More StreamIOH Examples

RUN MY/ PROG, FI LE FI XED (
KI ND=VI RTUAL, | OHFUNCTI ONNAME="STREAM CH",
LFI LENAME=MYSTREAM TXT, FAM LYNAME=PACK,
| OHSTRI NG=" FI LEKI ND=DATA, DATA=256," &
" FOLDI NG=TRUNCATE") ;

RUN YOUR/ PROG, FILE SQURCE (
KI ND=VI RTUAL, | OHFUNCTI ONNAME="STREAM CH",
FI LENAME=UPDATE. C85, FAM LYNAME=DEV,
| OHSTRI NG=" KI ND=CDROM " &
"TRI MFI D, FOLDI NG=NONE, " &
" SEQBASE=100100, SEQ NCREMENT=100, " &
" MARKI D="" UPDATE"" ") ;
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This dlide shows two more examples of file attribute equations that invoke Streaml OH. In the first example,
the line-oriented file is considered to be just textual data, and is converted to a fixed-length, 256 character
record area.

In the second example, aline-oriented file is read from CDROM and converted to COBOL -85 record format
(as determined by the extension on the file name). Any mark 1D from the line-oriented file is discarded and
replaced by the literal "UPDATE". The records are resequenced 100100+100 as they are read. Since

FOLDI NG=NONE, if lines longer than the COBOL-85 record length are read, a DATAERROR is returned to
the MCP application. The TRI M=l D parameter is redundant in this example, as the MARKI D parameter
causes any mark 1D field read from the line-oriented file to be replaced according to the parameter value
supplied.

[Demo here]
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Using StreamIOH with Redirector

@ StreamlOH can use Redirector as its
"physical file"

€ Allows MCP apps to access text files on
remote shares as record-oriented files

€ In StreamlOH's | OHSTRI NG
* Specify the REDI RECTI ON parameter
* Specify the the Redirector | OHSTRI NG attribute
parameters in the StreamlOH | OHSTRI NG parameter
* Specify StreamlOH's FI LENAVE/TI TLE attribute as
the absolute or relative UNC path to the remote file
e Can use credentials and NXCONFIG files
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Since StreamlOH can be configured to use another virtua file I/O Handler to access the line-oriented data, it
is possible to team Streaml OH with the Redirector. This alows you to easily configure MCP applications so
they access line-oriented text files directly on network shares. StreamlOH provides some specia

| OHSTRI NG parameters to make this convenient.

Y ou can invoke the Redirector through Streaml OH by specifying KI ND=VI RTUAL and

| OHFUNCTI ONNAME=" REDI RSUPPORT" as parametersin the StreamlOH | CHSTRI NG attribute.
Alternatively, you can just specify the REDI RECTI ON parameter in | OHSTRI NG, which will set the other
two parameters for use with the Redirector.

The problem with using both StreamlOH and Redirector together is that they both generally require
parameters to be specified in their | OHSTRI NG attributes. StreamlOH addresses this by providing an

| OHSTRI NG parameter insideits | OHSTRI NGfile attribute. The string specified with the | CHSTRI NG
parameter is simply passed by StreamlOH to the Redirector's | OHSTRI NGfile attribute. The main thing you
need to be careful of with this featureisthat you count all the quotes correctly when you specify the attribute
values.

The file name attribute (FI LENANE, LTI TLE, etc.) is simply passed by StreamlOH to the Redirector. Y ou
can use either the relative path naming method, or the * UNC absol ute path naming method.

Y ou can aso use credentials file and NXCONFI Gfiles with the Streaml OH/Redirector combination the same
way you do with Redirector alone.
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Using StreamIOH with Redirector

"Logical" (Stream) File

REDIRSUPPORT

CP Logical I/0

Netw9rking

I (- R

Y tual" (Record) File

MCP
App

"Physical" File
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This dlide shows how Streaml OH and the Redirector are combined to alow an MCP application to read or
write line-oriented byte stream files on anetwork share asif they were record-oriented files.

The MCP application opens avirtual file that connects to the StreamlOH library. From the KI ND=VI RTUAL
and | CHFUNCTI ONNAME parametersin its| OHSTRI NG attribute, StreamlOH knows to configure its
internal file declaration as a Redirector file.

The |l OHSTRI NG parameter supplied by the application in the virtual file's| CHSTRI NGattribute is used to
set the value of the Redirector's| OHSTRI NGattribute. This gives Redirector the information necessary to
open an SMB connection to the network share and access the remote line-oriented file.
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StreamlOH/Redirector Example

RUN MY/ PROG FI LE FI XED (
KI ND=VI RTUAL, | OHFUNCTI ONNAVE=" STREAM CH" ,
LFI LENAVE=SUBDI R/ MYSTREAM TXT,__________
:I OHSTRI NG=" REDI RECTI ON, " & i
"FI LEKI ND=DATA, DATA=120," &
"EXTDELI M TER=NL, " &

I
1
|
I
" OHSTRI NG="" SERVER=W NFS1 " & :
1
I
1
1
1
I

[}
[}
i
[}
i " SHARE=PUBLI C Tl MEQUT=15 " &
:
[}
1

Redirector
StreamIOH i IOHSTRING attribute
IOHSTRING attribute i
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This dlide shows an example of how you would declare the virtua file when teaming Streaml OH with
Redirector. Everything is the same as we have seen previoudy for Streaml OH file attributes, except for two
thingsin thel OCHSTRI NG attribute

» The REDI RECTI ON parameter is specified to cause Streaml OH to read and write from a Redirector file
instead of a physical file within the MCP environment.

e The | OHSTRI NG parameter is specified inside the | OHSTRI NG attribute. The value of this parameter
is passed to the Redirector, which usesit to establish the connection to the network share.

[Demo here]
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References

€ MCP I/O Subsystem Guide
* Section 28 — Virtual Files
* Section 29 — The Redirector
* Section 30 — StreamIOH

€ MCP File Attributes Reference Manual
€ "Using Stream Files" UNITE presentation

€ "Using Stream Files" article in Gregory's
ClearPath/A-Series Technical Journal, volume 16
#1, Jan/Feb 2002
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Finally, here are several references to more information on the Redirector and Streaml OH.
» The primary resource for these facilities is the MCP 1/O Subsystem Guide, sections 28 through 30.

* Since byte stream files, the Redirector, and StreamlOH are all configured using file attributes, the File
Attributes Reference Manual is another valuable resource.

« | presented a detailed talk on stream files at the 2001 UNITE conference in Phoenix. That presentation
and several sample programs are available on our web site at the link shown.

» Don Gregory later invited me to turn that presentation into an article, which was published in the
January/February 2002 issue of his Technical Journal.
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More References

€ '"The Care and Feeding of IOHANDLERS"
(2 articles) in Gregory's ClearPath/A-Series
Technical Journal, volume 16 #7, Oct/Nov 2002

€ Sample files for this presentation

e T A L L I Y YA
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Here are some additional references:

» Don Gregory wrote a pair of articles on using and programming for virtual file 1/0 Handlers, which were
published in the October-November 2002 issue of his Technical Journal.

 This presentation, along with several sample programs and WFL jobsthat illustrate use of both the
Redirector and StreamlOH will be available on our web site shortly after the conference ends at the link
shown on the dlide.
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